
 

 
 

NEGER VPN Pro 
3G Router 

Advanced 
User Guide 

 



 

2 
 

Copyright  

The contents of this publication may not be reproduced in any part or as a whole, stored, 

transcribed in an information retrieval system, translated into any language, or transmitted in any 

form or by any means, mechanical, magnetic, electronic, optical, photocopying, manual, or 

otherwise, without the prior written permission. 

Trademarks 

All products, company, brand names are trademarks or registered trademarks of their respective 
companies. They are used for identification purpose only. Specifications are subject to be changed 

without prior notice. 

FCC Interference Statement 
 

This equipment has been tested and found to comply with the limits for a Class B digital device 

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection 

against radio interference in a commercial environment. This equipment can generate, use and 

radiate radio frequency energy and, if not installed and used in accordance with the instructions in 

this manual, may cause harmful interference to radio communications. Operation of this 

equipment in a residential area is likely to cause interference, in which case the user, at his own 
expense, will be required to take whatever measures are necessary to correct the interference. 

CE Declaration of Conformity 

This equipment complies with the requirements relating to electromagnetic compatibility, EN 

55022/A1 Class B. 

The specification is subject to change without notice. 
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1. Introduction 

The NEGER VPN Pro 3G Router is a high-performance tool that supports wireless networking at 

home, work, or in a public place. The NEGER VPN Pro 3G Router supports uses a USB 3G 

modem card, either WCDMA or EVDO and even HSDPA as well, and supports wireless data 

transfers up to 30Mbps, and wired data transfers up to 100 Mbps. 

The NEGER VPN Pro 3G Router is compatible with industry security features. 

1.1. Package Contents 

Impor tance: Check your  product package contents FIRST. 

The NEGER VPN Pro 3G Router package should contain the items listed below. If  any of 

the items are missing, please contact your reseller. 

Caution: Using a power supply with a different voltage rating than the one included with the 

NEGER VPN Pro 3G Router will  cause damage and void the warranty for this product. 

1.2. System Requirements for Configuration 
 

Å A 3G SIM Card with service 

Note: Subject to services and service terms available from your carrier. 

Å Computers with Windows, Macintosh, or Linux-based operating systems with an installed 

Ethernet adapter. 

Å Internet Explorer version 6.0 or Netscape Navigator version 7.0 and above. 

Å Wi-Fi System Requirements: An 802.11b, 802.11g, or 802.11n Adapter. 

1.3. Interfaces 

The Rear View 

items Description Quantity 

1 NEGER VPN Pro 3G Router 1 

2 RJ-45 Cable 1 

3 Power adapter 12V / 2.0A 1 

4 User Manual 1 

5 External WiFi Antenna 1 
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The Front View 

Note: 

Contains a reset button to restore the setting back to original factory defaulted setting as if 

your convenience of forgetting your applicable setting 

WPS Button Reset Button 

PC Card 

for 3G Modem 

USB Port 

for 3G Modem 

Receptor for 

Power adapter 
 

Auto MDI/MDIX RJ-45 Ports 

Automatically sense the types of WAN 

and LAN when connecting to Ethernet 

 

Antenna 
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1.4. LEDsï the Front View 

A. Status (WPS) LED : 
Green in flash: device status is normal 
Green in fast flash: device is in WPS PBC mode (The LED blinks 3 

times per second, approximately 280~340ms.) 
B. WAN LED: 

Green: Ethernet connection is established 
Green in flash: data packet transferred via Ethernet 

C. LAN1 ~ LAN4 LEDs: 
Green: Ethernet connection is established 
Green in flash: data packet transferred via Ethernet 

D. WLAN LED: 
Green: WLAN is active and available 
Green in flash: data packet transferred via WLAN 

E. 3G LED: 
Green: 3G connection is established 
Green in flash: data packet transferred via 2G/2.5G 

WLAN 
LED 

3G 
LED 

Status(WPS) 

LED 

WAN 

LED 
LAN1~LAN4 

LEDs 
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1.5. Features 

Â IEEE 802.11b/g compliant 

ü 

ü 

ü 

Backward compatible to IEEE 802.11b standards 
Max physical rate up to 54Mbps in 802.11g mode 
Security Supports: WEP (64/128 bits), WPA, WPA2, WPA-PSK, 
WPA2-PSK, and 802.1x 
WPS Support ü 

Â Provide 2 I/Fs for mobile HSPA network access 
ü 1 * USB 2.0 port 
ü 1 * Type II PC Card slot 
Provide 5 * 10/100 RJ-45 ports 
ü 4 * LAN 
ü 1 * WAN (Backup of 3G connection) 
WAN connection through Ethernet 

Â 

Â 

ü

ü 

ü 

ü 

ü 

Dynamic IP (DHCP Client) 
Static IP 
PPPoE 
PPTP 

L2TP 
Â 

Â 

Â 

Â 

PPTP over 3G WAN connection 
Built-in NAT function: one IP sharing with PCs 
Built-in firewall to protect your Intranet 
VPN support 
ü Initiator and responder of IPSec, PPTP, and L2TP 
ü Pass through of IPSec, PPTP, and L2TP 
Easy to upgrade firmware Â 

ü 

ü 

ü 

Web UI 
Windows utility 
Quick Recover 

Â Easy to manage: 

ü 

ü 

ü 

Web UI 
SNMP 
UPnP 

Â 

Â 

L3/L4 QoS 
Network Protocols 

ü

ü

ü 

UDP/TCP/IP/ARP/RARP/ICMP 
DHCP/PPPoE 

DNS/TFTP/HTTP 
Â Connects multiple computers to a Broadband either WCDMA or EV-DO 

even HSDPA modem to share the Internet connection. 
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2. Configuring NEGER VPN Pro 3G Router 

2.1. Installation Considerations 

The NEGER VPN Pro 3G Router allows you access your network using a wireless 

connection, from virtually anywhere within its operating range. Keep in mind however, that 

the number, thickness, and location of walls, ceilings, or other objects that the wireless 

signals must pass through, may limit this range. 

Typical ranges vary depending on the types of materials used, and background RF (radio 

frequency) noise in your home or business. 

To maximize your wireless range, please follow these guidelines: 

1. Keep the number of walls and ceilings between the NEGER VPN Pro 3G Router and other 

network devices to a minimum. Each wall  or ceil ing can reduce the NEGER VPN Pro 3G 

Routerôs range from 3-90 feet (1-30 meters). 

Note: The same considerations apply to your broadband EVDO connection. 

2. Keep your product aware from electrical devices (such as microwaves, air conditioners, and 

televisions) that emit large quantities of RFI (Radio Frequency Interference). 

2.1.1. Installation Instructions- Get Start Networking 

Connect the Wireless Router to Your Network 
Note: DO NOT connect NEGER VPN Pro 3G Router to power before 

performing the installation steps below. 

1. Attach the antenna. ---picture 2.1 

Picture 2.1 

a. Remove the antenna from its plastic wrapper. 

b. Screw the antenna in a clockwise direction to the back panel of the unit. 

c. Once secured, position the antenna upward at its connecting joint. This will 

ensure optimal reception. 
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2. Plug 3G Modem, either USB or PC Card to the Gateway -- see Picture 2.2 

PC CARD USB 

Picture 2.2 

Note: The NEGER VPN Pro 3G Router is designed to work with either UMTS or 

EV-DO and even HSUPA 3G modem. Please refer to your service provider for 

detailed feature information. (Reference the session 2:  Using the Easy Setup Utili ty) 

3. (Option) Insert the Ethernet patch cable into Wired WAN port on the back panel of 

the NEGER VPN Pro 3G Router. The step is option if you have inserted 3G modem. 

-- see Picture 2.3 

Picture 2.3 (option) 

Note: The NEGER VPN Pro 3G Router Wired WAN Port is 
ñAuto-MDI/MDI X.ò This provides patch Ethernet cable Wired WAN Port 

access. 

4. Insert the Ethernet patch cable into LAN Port on the back panel of the NEGER 
VPN Pro 3G Router, and an available Ethernet port on the network adapter in the 

computer you will  use to configure the unit.-see Picture 2.4 
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Picture 2.4 

Note: The Wireless WAN Mobile Broadband Router LAN Port is 

ñAuto-MDI/MDIX.ò This provides patch Ethernet cable LAN Port access. 

5. Connect the power adapter to the receptor on the back panel of your Wireless WAN 

Mobile Broadband Router. Then plug the other end of the power adapter into a wall 

outlet or power strip. ---Picture 2.5 

Picture 2.5 

6. The LEDs (See Picture 2.6) 

a. The LEDs will  turn ON to indicate power has been applied. 

b. The Status LED will  flash ON and OFF as the NEGER VPN Pro 3G 
Router performs initialization and Internet connection processes. This will  

take a few minutes. 
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Picture 2.6 

2.1.2. Establish WiFi Connection 

If you selected either WEP or WPA-PSK encryption, ensure these settings match your 

WiFi adapter settings. 

WiFi and encryption settings must match for access to the NEGER VPN Pro 3G 
Router Configuration Menu, and the Internet. Please refer to your WiFi adapter 

documentation for additional information. 
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3. Using the Configuration Menu 
 

Once properly configured, the NEGER VPN Pro 3G Router will  obtain and assign IP address information 

automatically. Configuration settings can be established through the NEGER VPN Pro 3G Router 

Configuration Menu. You can access this interface by performing the steps li sted below: 

1. 
2. 

Open a web-browser. 
Type in the IP Address (http://192.168.123.254) of the NEGER VPN Pro 3G Router. 

Note: If  you have changed the default IP Address assigned to the NEGER VPN Pro 3G Router, ensure 

you enter the correct IP Address now. 

3.    Type ñadminò in the Password 
field. 

http://192.168.123.254/
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4.    Click ñlogonò button. 

3.1. Wizard setting 
 

~ Press ñWizardò button  for basic settings with simpler way. (Please check section 

3.1) 
~ Or you may click on ñAdvanced Setupò  for advanced settings. (Please check the 

section Administratorôs Main Menu.    each item from section 3.2) 
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~ Click on ñEnterò button to get start. 

With  wizard  setting  steps,  you  could  configure  the  router  in  a  very  simple  way.  This 
configuration wizard includes settings of 

a. 

b. 

c. 

d. 

Login Password, 

WAN Setup, 

Wireless Setup, 

VPN Setup 

Press ñNextò button to start configuration. 
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Step 1: All ow you to change the system password. 

You can change Password here. 

It is recommended that you change the system password into the one you prefer to on the basis 

of security. 

1. 

2: 

3: 

4. 

Key in your Old Password (if  it is the fi rst initiation, the ñadminò will  be the defaulted one. 

Enter your New Password 

Enter your Password again for confirmation; it must be the same as the New Password. 

Then click on ñNextò to get into next installation. 

Step 2: Select the WAN internet connection, 3G card, iBurst card or Wired Ethernet 

port. 
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Step 3-1: Select 3G WAN Type will be used for Internet connection. 

Enter the information by your 3G broadband service provider. 

Click on ñNextò button 

Step 3-2: Select iBurst WAN Type will be used for Internet connection. 

Enter the information by your iBurst broadband service provider. 

Click on ñNextò button 

Step 3-3: Select Wired WAN Types will be used for Internet connection 
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Pick up one of types you preferred to. 

Click on ñNextò button 

Step 4: Configure the LAN IP Address, Host Name and WAN MAC Address. 

LAN is short for Local Area Network, and is considered your internal network. These 

are the IP settings of the LAN interface for the Wireless WAN Mobile Broadband 

Router, and they may be referred to as Private settings. You may change the LAN IP 

address if  needed. The LAN IP address is private to your internal network and cannot 

be seen on the Internet. 

Note: There are 254 addresses available on the Wireless WAN Mobile Broadband 

Router when using a 255.255.255.0 (Class C) subnet. Example: The router's IP 

address is 192.168.123.1. The available client IP range is 192.168.123.2 through 

192.168.123.254. 

1. LAN IP Address- The IP address of the LAN interface. The default IP address is: 
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192.168.123.254 

2. Host Name is optional 
3. WANôs MAC Address-If  you click the Clone MAC button, you will  find the MAC 

address of your NIC shown in WAN's MAC Address 

4. Click on ñNextò to continue. 

Step 5: Configure the wireless settings. 

1. Select ñEnableò or ñDisableò. The default setting is ñEnableò. 

2. Network ID( SSID) will  be defaulted. 

3. Channelê Select Wireless Channel matching to your local area for Wireless 

connection. 

4. Click on ñNextò to continue. 

Step 6: Select the Wirel ess secur ity method of your wireless configuration. 
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1. Select ñWEPò Security type and enter the WEP key. 

2. Click on ñNextò to continue. 

Step 7: Configure the VPN settings. 

The subnet of LAN site of remote VPN gateway, it can be a host, a partial subnet, or 

the whole subnet of LAN site of remote gateway. 

Skip the Step 9, "Remote Subnet settings", if you don't have remote subnet. 

Step 8: VPN ï Remote Subnet settings 

Remote Subnet: The subnet of LAN site of remote VPN gateway, it can be a host, a 

partial subnet, and the whole subnet of LAN site of remote gateway. 

Remote Netmask: Remote Netmask combined with remote subnet to form a subnet 

domain of remote end. 
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Step 9: VPN ï Remote Gateway Setting 

Enter the IP address of remote VPN gateway. 

Step 10: VPN ï Preshare Key 

1. This is a first key that supports IKE mechanism of both VPN gateways for 

negotiating further security keys. The pre-shared key must be same for both end 

gateways. 

2. The maximal length is 32. 
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Step 11: Summary 

Click on the ñApply Settingsò button 

Step 12: System is applying. 

Click ñNextò button to back the Status Page. 
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3.2. Administratorôs Main Menu 
 

3.2.1 Basic Setting 
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3.2.1.1 Primary Setup - WAN Type, Virtual Computers 

1. LAN IP Address: the local IP address of this device. The computers on your network must 

use  the  LAN  IP  address  of  your  product  as  their  Default  Gateway.  You  can  change  it  if 

necessary. 

LAN NetMask: LAN Netmask combined with LAN subnet to form a subnet domain. 

WANôs  MAC  Address:  The  default  MAC  Address  is  set  to  the  WANôs  physical  interface 

MAC address on the Router. 

2. 

3. 
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4. Clone ï WANôs MAC Address: This feature will  copy the MAC address of the Ethernet card, 

and replace the WAN MAC address of the Router with this Ethernet card MAC address. It is not 

recommended that you change the default MAC address unless required by your ISP. 

Auto-Backup:  The  WAN  type  will   be  change  to  3G  automatically,  if   the  wired-WAN  is 

defunct. 

WAN Type: WAN connection type of your ISP. You can click WAN Type Combo button to 

choose a correct one from the following options: 

5. 

6. 

Static IP Address: 

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper 

setting provided by your ISP. 

Dynamic IP Address: 

1. 

2. 

Host Name: optional, required by some ISPs, for example, @Home. 

MTU(Maximum Transmission Unit): Most ISP offers MTU value to users. The most 

common MTU value is 1492. 

Auto-reconnect:  this  feature enables  this  product  to  renew  your  IP address  automatically 

when the lease time is expiring-- even when the system is idle. 

3. 

Dynamic IP Address with Road Runner 

1. Account and Password: the account and password your ISP assigned to you. 

PPP over Ethernet 

1. PPPoE Account and Password: the account and password your ISP assigned to you. For 

security, this field appears blank. If you don't want to change the password, leave it empty. 

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most 

common MTU value is 1492. 

2. 

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE 

mailto:@Home
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session. Set it to zero or enable Auto-reconnect to disable this feature. 

4. Auto Reconnect (Always-on): The device will  link with ISP until  the connection is 

established. 

5. PPPoE Service Name: optional. Input the service name if your ISP requires it. Otherwise, 

leave it blank. 

L2TP 

1. First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address. 

For example: Use Static, the private IP address, subnet mask and Gateway are your ISP 

assigned to you. 

Server IP Address: the IP address of the L2TP server. 

PPTP Account and Password: the account and password your ISP assigned to you. If  you 

don't want to change the password, keep it empty. 

Maximum Idle Time: the time of no activity to disconnect your L2TP session. Set it to zero 

or enable Always-on to disable this feature. If Always-on is enabled, this product will 

connect to ISP automatically, after system is restarted or connection is dropped. 

Connect mode selection: There are 2 modes to select: 

Always-on: The device will link with ISP until the connection is established. 

Connect-on-demand: The device will link up with ISP when the clients send outgoing 

packets. 

2. 

3. 

4. 

5. 

PPTP 

1. First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address. 

For example: Use Static, the private IP address, subnet mask and Gateway are your ISP 
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assigned to you. 

Server IP Address: the IP address of the PPTP server. 

PPTP Account and Password: the account and password your ISP assigned to you. If  you 

don't want to change the password, keep it empty. 

Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero 

or enable Always-on to disable this feature. If Always-on is enabled, this product will 

connect to ISP automatically, after system is restarted or connection is dropped. 

Connection mode selection: There are 2 modes to select: 

Always-on: The device will link with ISP until the connection is established. 

Connect-on-demand: The device will link up with ISP when the clients send outgoing 

packets. 

2. 

3. 

4. 

5. 

3G 

For 3G WAN Networking. The WAN fields may not be necessary for your connection. The 

information on this page will only be used when your service provider requires you to enter a 

User Name and Password to connect to the 3G network. 

Please refer to your documentation or service provider for additional information. 

1. 

2. 

3. 

APN: Enter the APN for your PC card here. 

Pin Code: Enter the Pin Code for your SIM card 

Dial-Number: This field should not be altered except when required by your service 

provider. 
User Name: Enter the new User Name for your PC card here. 

Password: Enter the new Password for your PC card here. 

Primary DNS: This feature allows you to assign a Primary DNS Server Optional  

Secondary DNS: This feature allows you to assign a Secondary DNS Server Optional  

Auto Connect: There are 2 modes to select: 

Auto: The device will  link up with ISP when the clients send outgoing packets. 

Manual: Manually: The device will not make the link until  someone clicks the 

connect-button in the Status-page. 

4. 

5. 

6. 

7. 

8. 

9. Maximum Idle Time: The Connection will be broken when the idle time arrives. 



 

27 
 

 
 

 
 

10.  Keep Alive: There are 3 modes to select: 

Disable / Use Ping /Use LCP Echo Request 

11.  Bridge two ethernet ports: Bridge the two ports, wired WAN and wired LAN. So we have 2 

LAN ports and donôt have wired WAN port. 

iBurst 

For iBurst PC card(3G) WAN Networking. The WAN fields may not be necessary for your 

connection. The information on this page will only be used when your service provider requires 

you to enter a User Name and Password to connect to the 3G network. 

Please refer to your documentation or service provider for additional information. 

1. 
2. 
3. 

4. 

5. 
6. 

User Name: Enter the new User Name for your PC card here. 

Password: Enter the new Password for your PC card here. 

Primary DNS: This feature allows you to assign a Primary DNS Server Optional  

Secondary DNS: This feature allows you to assign a Secondary DNS Server Optional  

Maximum Idle Time: The Connection will be broken when the idle time arrives. 
Auto-reconnect: The device will  link up with ISP when the clients send outgoing packets. 

3.2.1.2 Virt ual Computers (Only for  Static and dynamic IP address Wan type) 

Virtual Computer enables you to use the original NAT feature, and allows you to setup the 

one-to-one mapping of multiple global IP address and local IP address. 


